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*— 354 Diffie Hellman% JL—1, 2,5, 14v
JL—k~R—XVPN RIP.OSPF.BGP

Verisign, Thawte, Cybertrust. RSA Keon, Entrust.
SonicWall-to-SonicWall VPNF @ Microsoft CA, SCEP

Dead Peer Detection, DHCP Over VPN, IPSec NATk5/x—H )L,
TLRVPNS — DA JL—F~X—2ZVPN

SEREOYH—

VPNi&E

Y= AR OGlobal VPNI 517> b Microsoft® Windows 108 & U'Windows 11

TSy Tx—L
NetExtender Microsoft® Windows 108 & U'Windows 11, Linux
Mobile Connect Apple® i0OS.Mac OS X.Google® Android™, Chrome OS, Windows

Cloud Secure EdgelZ & % SonicWall Private

s 3&FreeOMVILT1 T OIS LDRR
Access

EFa)F4¥—ER

FA—TINTY MM IRARI Y3 —ER T—=brITATIFILIWR T FRIA I TARABBLETLSES L

LE2T—2avR—ROURLTZ1)LEY) I HTTP URLHTTPS IP.F—D—FEaV TV DRF v,

e e
AVFLITANEY L TF—ER(CFS) 7140517 (ActiveX. Java. 511> — D Cookie’i ¥) 1S < SRR T 1 LAY L5

5 | SonicWall Gen 8 NSa>/1)—X SONICWALL



Gen 8 NSa/l) —X DV AT LMEFk

T7AT 04— NSa 2800 NSa 3800 NSa 4800 NSa 5800 NSa 6800
Comprehensive Anti-Spam Service ® [ ([ [  J
A= Ok |4 [ [ [ [ ()
77— 3l [ [ [ [ (
Capture Advanced Threat Protection (ATP) o o o o [ ]
DNSZ+ LR [ [ [ [ ([
FxyhT—7

IP7RLADENHET A2 747, (DHCP, PPPOE, L2TP.PPTPY S 4 77>/ ) . RERDHCPH —/\— DHCPU L —

1% 31 %, TLF2TIUNAT (EHEIP)

NATE—F PAT. FSYRRT LY FE—F

BGP. OSPF. RIPVI/N2, RZ T4 w7 )V— b RV —R=ZADIV—T 15
HIEIROELE. RATIEE, RAEFHEIE

W—TavF7abaiv

S .

Qo DSCP< — /47, 802.1e (WMM)

sper LDAP (#82(R X 1 >) . XAUTH/RADIUS, TACACS+, SAML SSO '\ Radius 7 777 > MEFENTLM, IEB1—H—

o F—R~—2Z, 2FA, Terminal Services, Citrix, Common Access Card (CAC)
A—AILI—HY—F—ER—Z 1,000 1,000 2,500 2,500 3,200
VolIP 7)UH323-v1-5,SIP

— TCP/IP, UDP, ICMP, HTTP, HTTPS. IPSec. ISAKMP/IKE,

” SNMP, DHCP, PPPoE. L2TP., PPTP, RADIUS. IEEE 802.3

SREAEAE IPv6/USGV6

=PI At AT—F7IVEMRIC & BT 7 T4 T/ I\ T
N—Foz7

TA—LT7I32 Wovoow M

ES 90w 150W 450W 450W 450W
SRHEEH (W) 528 1023 1104 119.4 201.7
AHEE (AC) 100~240 VAC, 100~240 VAC, 100~240 VAC, 100~240 VAC. 100~240 VAC,

= 50~60 Hz 50~60 Hz 50~60 Hz 50~60 Hz 50~60 Hz
HxEHE BTU) 180.01 341 3774 407.5 46132
43x32.5x45 43 x46x 4.5 43x46x 4.5 43x46x 4.5
N L 43x32.5x4.5
<& (B4Iiem) HfRTBS : TR TR R
57.5x47.5x 185
57.5x47.5x 185 69.5x59.5 x 21 69.5x59.5 x 21 69.5 X 59.5 x 21
B8 46kg 46kg 7.4 kg 7.4 kg 7.4kg
WEEEE= 4.8kg 4.8kg 9.3 kg 9.3kg 9.3 kg
HEROES 7.2kg 7.2 kg 13.2 kg 13.2 kg 13.2kg
0°C~+40°C/ 0°C~+40°C/ 0°C~+40°C/ 0°C~+40°C/ 0°C~+40°C/

b=v:c =

IR W E/RE) -40°C~+70°C -40°C~+70°C -40°C~+70°C -40°C~+70°C -40°C~+70°C
BE 5~95% (fEBEETL) 5~05% (IEBBEETL) 5~ (EBEETL) 5~NBUEEBEBETL) S5~ EEEETY)
pszkal
e, FCCZS5 AAICESYS AA. CE (EMC, LVD, RoHS) ., UL, cUL. ULdMexico DGN, ANATEL,

WEEE, REACH. SCIP, RCM\ MIC Terminal\ VCCIZ = XA KCC/MSIP, BSMI MTCTE/TEC, CB

VSAMLY 7 IV A VA & 5% —RFEDSonicOS 8.1 THBTEEY,

LFAMHERBARINTF—IVRIE RFC2544 (T7A T 74— IV ICEDWVTWET,
REONTA—IVIAEIXY M I—VDORELEFERTZH—EX
L& TREZBEDBVET,

SBERIBGE/ T — NI A AT F RINA T T IPSDRIV—Ty Mk EERIZEED
KeysightHTTP/N T4 —< VAT A MY —)LEFEALTAELTWE T, 7 A ME 85
DR—=IRTTOEKO7O—TITbNE LI BRBHEOIV—T Y MME 5

—cIIAAV TV FRANADITINPSHE LU T T r— 3> DHlEZEEIC
LTAELTWEY,

SVPNDR V=T & RFC 2544\ CHEHLL fz AESGMAC16-256B5 5 %R LTz/ N\
WA 1418/ XA FDUDP S 74w I KYBIE TN TOE T, (1A% #EAE. R D
AFIICOVTE WThEEBEINZHBELBVET,

S3IERIDINY RVt

SONICWALL

6 | SonicWall Gen 8 NSa>/)—X



SonicOS 8D REMTE

T7AT 24—l

AT—=LI I YR VARG 32 (SPI)
Reassembly—Free Deep Packet Inspection
(RFDPI)

DDoSKE D1l
(UDP/ICMP/SYNTZSwK)

IPv4/1Pv63d i
JE—RT7ORZADT=ODEIKREREE
DNSTO%

APID 7L HR—k
SonicWall R 1y F DS

SonicWall Wi-Fi 6 APD#&
SD-WAND ¥R
SD-WAND I—HE YT D4 —K
O IEIEME (SPIL DPI, TLS)

Fy a1 R—FDHE

TFUFIILILT!

AR)—=LAR—=ZDIILITT AF¥xv>
T—=k2TATUFIAILR
F—=r9IATOFRINILT
WAHBEA ARG
T7A4ILH A XDHIBRAL
ISYRDIILIIT T —HER—R

TV r—avOEA

TV r—ar kil

TV r—ar DEEIEEE

DRBLT TV —2av DT 7 F e
ToRELE
NetFlow/IPFIXIZ&BF7 T r—ay
LR—h e
BEAGT IV r—2av o TR FrD
T—ER—Z

2T —H

PortShield

xR IL—L4

Path MTU Discovery
gibShi-nJ#ae

VLANRS Y24
R—F25—1)> % (SonicWall Ry F)
LA1¥2M QoS

R—btFa)Tq

gt )L—T 1% (RIP/OSPF/BGP)
SonicWall7 /¥ L RO ka—5—
RYS—R=ZDI—TF 1245
(ToS/ AR Yo E KUECMP)

NAT

DHCPH—/\—

HiEEDEE
KEERHAICKDA/PE R A

TINARARROBR AV UR/ TR RERS BitkEE
Jg:’;hﬁl?;‘?bél—*f—#ﬂii FST0vHDEIIBILEDHT ;(.%;IFI?‘IE{— RERBAICEDBTIT4T/
DAHIE . _ ~
;E%l]t"z’;‘l—ﬁ I ITAETA L2T71)yPE—R, Native Ty E—K,
TV r—ay /e BB OERIKR DAY /REIA Y E—R Ay TE—K,
e o DTIRR—ZDHH NATE—F
TLS/SSL/SSHD S 1L & 7 7 DOV
AVARYG Y

I A TIUYILILAY Common Access Card(CAC) DHR—bt

TLS 1.3(EFalT1%5&1L)
TLS/SSL/SSHR DT 4—F 184y~
ADARYG Y

AITSzHb T IL—T RRRED
aE/BRs

SSLfE

CFSIZ&3TLSMR1E

J—oFEEFIL—ILT EQEHHER
DPI-SSL#i|#

Capture Advanced Threat Protection'

Real-Time Deep Memory Inspection
(RTDMI)

ITIER—ZADTILF IOV HHT
REHURRYIR

INAIR—=INLHFLAR )LD

TN RTLIZaL—23aYy
RELEFEDOI7MILDRE
HESLUFEICKHEE

DT IWEALDBREATIOT ADESH
EAED AT HETIAYY

Capture Client?

RABLL

DU RTFHRR—ZADRAFv

Aruba ClearPass|Z& &Ry T—0T7 €
HEOH%E

TR FYOBEEH
WABAVARG 3
EHHMNFIPSIL—)LHEEE

GeolPD3E A

i) AN K BRI RRYRD
TA4NE) Y

ERRBEIVFY

SonicWall Gen 8 NSa1)—X

URLZAILRYLY

JoxsomE
*—J—KRiz&bTOvY
LEATF—2avR—Z2MQar TV I4IL4E
)24 4 —E X (CFS 5.0)
DNSZ4I)LRYY
R)—R—=ZDTAINE)Y
(Bst/BE)

HTTPAYS —DHEA

SR EECFSEE AT

72"3} r—a U FlHE R E R o —
ETIL
AVTFIVTLIEV T HSAT U

VPNE ZUZTNA

%217 SD-WAN
VPNOBEEIFRE =Y
H A MR R IPSec VPN

SSL VPNE L UIPSec7 547 MJE—F
TOER

TTRVPNT—ko A

i0S., Mac OS X, Windows, Android®
Mobile Connect
JL—hAR—XVPN(OSPF. RIP, BGP)

Cloud Secure EdgelZd&%Secure Private
Access

VolP

KYEHHHEQoSHI

HEEOEE
VoIPhZ 4w 12519 %DPI

H.3235 —h X —/R—B LUSIPTOXS
HR—k

B, BEHR. Rk

Capture Security Appliance (CSa) D
YR—b

Capture Threat Assessmentt(CTA)v2.0
FLOWT YA UERLETUTIL—F
FRMRTEHDLLE

FLLOU/UX, ERBIGHEEL 177k
HyaR—K

TINARIER, 7TV r—av  BR
FRADERR

ST BARYS— R
RYS—/AT Ty MERIKRHKET
ERF vs KEA

TOT47 vs T OT47

BT 40T 0—/\ILRE
A= DY R—k

SONICWALL



SonicOS 8.0MHEREMEE (fit)

THE, B, YR—k ) IPvALIPVED B JTAY LR
REBELVBRNL —S D& E COEEEE SonicWave APZS™R#E LU
(5G/LTE/4G/3G) Dell N_SCFISS?SC;:UX‘SGFIBSX’(‘V?‘%IE W]DS/WIPS
Network Security Manager (NSM) 0D RIEAPDHIE

o =, Jw > SO —_ -
HiR—k TINVTEZ EEO—S2 7 (802.11k/r/v)
;oni_ctwe"ﬁﬁd"é;Iii?;igsh;?icwa” Al for LStz STy ER 802.11s Ay bk I —F L
enitoring and insig UITOSSHA—SF )L B EF v 1 LEIR
Web GUI X
o RFRARI LS HT
ATURSA A A—T A X (CLI) SnyIsUER
POsyFBRETOE SIS MNGiae
CSCU U ILLR—HRE MRAZER
bl IURRFTULY

SonicE ENANTFIDHR—F : 2
onicExpress ) E—LT7+—32%

SNMPv2/v3
I784LGESHE) DATE
LR—MERE LU FAPI (RIEFED D AT
. Bluetooth Low Energy (BLE)
=k -1

MiFiTY R T4 —
RFO#EREEIL LTS
FRMKEEY BT

Netflow/IPFix[Z& BT RR—k
IIIRR—ZADERIN\VITVT
BlueCoatz¥ 1) TA DTy TA—Ls
TV —av tEERO AR

'Security SuiteD YT R TLav N E

SonicWall Gen 8 NSa/!)—X MDA

www.sohicwall.com/products/firewalls

1033 McCarthy Boulevard | Milpitas, CA 95035 | S¥#RF &t TH A hEIEBELILESLY,

© 2025 SonicWall Inc. ALL RIGHTS RESERVED.

SonicWalllZ, SonicWalllnc.E1=[$Z DEIE R DREH LUMBEIH +HEIREEBREIETT . TOMT A TOFES LV EREERL. Th TN OREFICRELEY . AXEDERIZ. SonicWalllnc.
BRV/FE BB OBMRICEEL TRESh TOET , AXE = (ESonicWall B G D F BLTR, ARSATODHBENCODDLT | FEREICEDELLTITHNHET . LAVESHIIFRT
HEDTAEVRLHHT LD TRHYVEL A AURROFERAFEZNEDEDSIZNERTRESHTVDHEERE. SonicWallB LU/ F X ZDEERMFVALEEEFEZEILDTIIAEL, Fhe,
HWRITETHNAGHBRE, BRRE, HLIEEE LRI (B R HFEBM~OES . FREEICHTIRTHLRIAESTH. CAICRESALZN) OV TEL—INEFEELANLOELE
¥ . SonicWalls KU/ FE=[EZ DIRERH . AXEOFERFFFERISEEALTRAEL . LWAEDEERN, FEN. IRERN., BEN., Bk, TLEBROGEE RIEOBX. BXEILE BREXES
DOV T—EEFERVER A, T, SonicWallBE LU/ FE[FZDRESUMN DA SBEOAREMIC OV THLINTWIBE THLRKRELET  SonicWallB LT/ F=[FZDEERMIE. XAXEDOR
BOEREPTELEICEALT, WAEERBPRIELTHT  FLPELLICVW O THHBRB LURADHRAZEET S HEFEBERLET . SonicWall Inc ELV/F -3 ZDEER L, AXEISREH I T
WBIEBRDOEHISONT—HIEFEZELANEDELET,

Solution Brief — SonicWall Unified Management

Comi) ® W ® @ SONICWALL



https://www.sonicwall.com/
https://www.sonicwall.com/
https://www.linkedin.com/company/sonicwall/
https://www.instagram.com/sonicwall_inc/
https://www.facebook.com/SonicWall/
https://x.com/SonicWALL
https://www.sonicwall.com/products/firewalls

	Page 4



